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1.1. RTARPREHEIRFE

RPN [THEFEN 4 1 Apusic FEIHIa BT o 22 8 .
firge s, PLEs Bt B, MEUMa g B, B4 B aalE . P E s
FEARBRAE, N PRIEAE A i BRI T

1.2. EEANHE

SR A I IIHT RS AT (Apusic Load Balancer, ALB) H4# it AE.
m AT RIE TR AT R SR, BRSO B SRR I 5 T I U MR 2
BRI R 55 e ) ARER S5 55, SCREA IR S5 10 U7 104 SRS B AS 1 1, AT BR0IE
AOBE BN A R SRR, AR R R R IR N I SEEINS IR A R 45 1) 5
A . ALB SRty R ThEE, VRS R AL T 7RSS (17 SR A A
AR, AN ZAVAE Uy ) WA RS Ak 25 28 48, AT I 2 S FH 224
YL S5 E AR SR

1.3. HMRBERE

FEXIAFMERAE RS, & Apusic DB S AR AR 23200, W
RALE & BRI R GRS gz #8208 i
H2A5E, ATLAY; A gk E 7wk http://www. apusic. com ZREL .

1.4, EAME

FEIERAER ALB SN 8% 2 A, 75 ZEOGERMR LUR LA A2

> ALB: Apusic Load Balance, &M Apusic Hi#IMras@ft, SLHlxt
2P umiE SR HEGUE . AR, B, kK
> MICC: ALB 25344 (multi instance control center)
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> RUF: FRER R E SRS BTN, ALB X458 E M 2 A Bl
HETC B U 33R AT S 3 7, SBT3 b IR 5% 14D 6 8 280 1 A gk e
LR

F2E RIHE

ALB MBI i OB, ALB By22d% . % SR E Y H ALB Ei8 & MICC
(Z &4, multi instance control center) , HEFEZAAJEMITR:

K ALB F1 MICC #BEZ2H

2. 1. REFREAHIMEE

MICC & ALB [ WEB E izl &, & ALB kb sy Emid frik
AN

ALB JRAH_EA% ALB license BT, X AAH MICC BIIZEH] & HIHL A
HAHRARML, A MICC HIERE
1.3KE MICC &R#a

M http://www. apusic. com/ F# 4 Apusic FUEIIHTERMT 2R, BN
GEUE Apusic SIS BRI RO IR AT AR L 1 22 R LS

A AA: alb-mice AT 4. tar. gz



PP ZEELL: alb-micc—2. 1-x86. tar. gz BEATHEH /N AEAE.

2. R IR

FERE RGHT
O R x86. arm
%l:é,ﬁz/\éjﬁ linux /\é}ﬁ

3.5 T License X4
T B T IR IR A license SCAF-

2.2. ®IEEIE MICC

MICC s23&T web ) ALB B HANMMEE T H,, SC#F ALB ST as B IR % |
ALB ST 2% H AR . WLAS TR B . ALB S as B E . P, R
PR PR B, RiEE. MEEHE., IFPBEEEIEE.
i MICC 3fES B,

T G L R AR AR I R DI B root AP R HEATHRAE, H2 kbR A
T

(1) Yk root I/, EA% alb-mice %441 (alb-micc—2. 1-x86. tar. gz) &
HArRss a2 B F (. /opt HET)

(2) fRIEZ¥M: tar —zxf alb-micc—2. 1-x86. tar. gz

[root@localhost optl# tar -zxvf alb-micc-2.1-x86.tar.gz
alb-micc-2.
alb-micc-2.1-x86/stop.sh

alb-micc-2. /micc-be/

alb-micc-2. /micc-be/micc.db
alb-micc-2. /micc-be/deploy/
alb-micc-2.1-x86/micc-be/deploy/configs/

(3) HNRIEFHI X cd alb-micc—2. 1-x86

[root@localhost opt]# cd alb-micc-2.1-x86

(4) FARSRBOCT 2 2400 H R .




(5) & mice BLE CHEA dashboard Bi & S, 4 BI3EIN eted HdE & 1P
Hudik
B micc BB .  /opt/alb-micc—2. 1-x86/micc—be/config. yaml
- Krmice HRFEAE 172, 20. 140. 180 il 5 EMIBCE etedIP Jy 172, 20. 140. 180

]# vim /fopt/alb-micc-2.1-x86/micc-be/config.yaml

- http:r{172.

ftmp/nginx_conf

C

10

Bt B dashboard Bt & /4 : alb-dashboard/conf/conf. yaml

[root@localhost micc-bel# vim /opt/alb-micc-2.1-x86/alb-dashboard/conf/conf.yaml

- 172.20.140.180[2379

etcd

[root@localhost alb-micc-2.1-x861# pwd
/fopt/falb-micc-2.1-x86

micc-server]

manager-api

micc-serverfRs

manager-apif




(6) I3 558847 1] MICC #%#4: http://ip:port (JLH ip FIREBE MICC
EHl G RS20 1P, port AEHI G, Wi 172. 20. 140. 180:8888) (A
B YA U 17D

(7) %3 MICC:MICC HE 5 & R i H - 1 (o BUERAE AL IR, BRI P 8k 4%
a0
> RYGEHAM: micc—admin , %i9N: apusic$mice
> REUEMFE R mice-ss, BN: apusic$mice
> ARG H IR mice-sa, FHA: apusic$mice
> EHISEER: mice-user, ZH0A: apusic$mice

F‘E}JmEJZJ: i ""a%ﬂi [iHlE

Apusic  sigras

APER

2.3. &1k Micc

1E mice %2 H FUl/opt/alb-micc-2.1-x86 H 3, #HATIFILIEIA: /stop.sh



[root@localhost alb-micc-2.1-x86]# pwd

foptfalb-micc-2.1-;

[root@localhost alb-micc-2.1-x86]#|./stop.sh
= T3S 1T

IE # % 1k micc]

manager-api |

[ETE{E 1k alb-dashboard|

etcdfR S EF Lt

mice 2 1tk

manager-apif &

[root@localhost alb-micc-2.1-xB6]#

2.4. ' W R R

(1) 3w P S5 SRk
MICC 5 FH & 158

ity 1 A5 42K
2379 etcd ##E
8888 MICC B &
9000 ALB B &
(2) BEXHAHE>
(AL B HIME fic B STtk
/opt/qiumeilun/alb2. 1/alb-micc—2. 1—-
Micc addr 8888
x86/micc-be/config. yaml
dashboard- /opt/qiumeilun/alb2. 1/alb-micc—2. 1—-
2 ] & o 1 9000
port x86/micc—be/config. yaml

X access. log |access. log
ALB H &
error. log error. log

MICC H &

/opt/alb-micc—2. 1-x86/alb—

dashboard/logs/access. log

/opt/alb-micc—2. 1-x86/micc—be/log/
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3.1. B

3.1.1. &3 MICC

#E MICC BT HFMINERS (HEFE Chrome. firefox) #EAZ] MICC &%
Al : http://IP:serverPort/s
Bildn.

K MICC #BE/E 172.24.4.180 fIR554%, ¥ I ERIN Y 8888, M| MICC =ik
N: http://172.24.4.180:8888
BN PG Eh G, BANH PSRBT
KRGEH R micec—admin , Z°KN: apusic$mice

ARG R mice—ss, G N: apusic$mice

7

ARG w4 HE R mice—sa, ZiGN: apusic$mice
Eiatii

<« C O F=2| 172244.180:

YV V V V

|5 #4E R : micc—user, B N: apusic$micc

o m % O :

Apusic 196
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3.1.2. BITRE:


http://serverIP:serverPort/。

MICC H -z fTIRZE, $R4t ALB iafT iz fabn Bl AL L B3R, VL 1 ALB
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3.2. MLBREHE

ALB HBIEEF TR R AE MICC B G SSH FERZAR S5 43 IF $AT B 3h #2 J
A, DIUE BB ALB 2R/ ZENIN 223 ALB T s 1K) H b HLE 21 MICC &
P a9,

ERaR P E (BRIMHP miccuser %fi%: apusic) , HEANLEGTIRTT
[, Bl SR DO S AL R IGALES . F05E ALB. dmiEblds . MIBRALESHIThREA 1

3.2.1. FPELEE

R B (BRINHF micc-user #M9: apusic) , MM [HLE%
BRUR Y BEANLGE B, o OFrg Y #2581, 85 AHE P fan A AH SR 5 28T
PLES

#Es HAEWIEBERR LT RS 4%, DIIEHIA B ArHLas RIS IR H

o LBt AR HE UMLK

® Host: Z2%¢ ALB SEAM & H) HARHLERE) 1P, W1: 172.24.4.180
® SSH ¥ B FAEHLas s 1, . 22

® SSHH 4. BFRBHEMH 4, (FF root

® SSH BN HmfRplLasm &y



3.2.2. mEENLE. MIBRVLEE
EEGH P ER GRAHF inicc-user #h5: apusic) miidi [HLASTEYE]

BEANLAE P, HLasFIRA MR AALER (48] « UMBR] A0

Apusic w98

3.3. H3I¥E ALB Iy o

3.3.1.  H3I#F ALB

ALB HBh#E ek MICC IR S ALB MBI &%, ¥ ALB %3¢
Al BB LA R R B B AL A B H sl as i) 23 H sk, JRild SSH dr & A sh
ALB TR 45 . TBE F EIRAR .

“—» SAHFNS aHEE 3

EE: HEEETIRE B iRk aH 7 B &root iR
BB, AN VG TIRY . Al EaE I B hLas A 0 (B8] 4240,
IRYEESE A SR ARG S, midr (i 144

Apusic sE%s




TSR AR 8 LRI 35 44 7R

HTTP % 1. JFRH http 82 5 1, BRIASE 80 i

HTTPS %% 1. JFHUKI https # s H, BRIAE 443 5510

ALB 22368 MR H bR A8 R0 R ¥ 22 5 40

ALB B AL ALB license S

W 2WIEEFMELER

BENFE ALB T AR I IR 5545, KA 80 i AN 443 3 M, % H 1% 5 FH Ut
H, ALB & RN

LISTEN 12982/redis-server
LISTEN 12982 /redis-server
LISTEN 14968/nginx: master
LISTEN 14968/nginx: master

0.0.0.0:* LISTEN 14968/nginx: master
S LISTEN 14968/nginx: master

3.4. MBIIEAEH

7E MICC T EZh MBI SRS, K FRRTE SR BT A DU, HHR
VST (N
3.4.1. B3, #FiE. ER. HRARHES

Bl BT MICCHEN LRI, S8 a8 1 R A ISR T
CINNCIENE VN TN PN
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3.5. APEH

MICC I 73N REEH G RFALERE RN, RELEH L. E%
BRI, A S AR TN R -

AGUEE O BB Bl E R MERA T B ThRE
ARG ueRE R BEMPEGE. ROUERE. BoUi ) Em.

R EedH I BEBEEAEFEICEKIAR.
ERGaHP: BRAENEISATIREIRE .. MBI EHE, PLasmIE .
H 3302 BB R

TRERGEHNAS, RGN HP AR REs. AL

Rt ke diilar ]

RGEH R micc-admin apusic$micc

GAIRE R micc-ss apusic$micc

TR micc-sa apusic$micc

EEEHS micc-user apusic$micc

TEE: AL, B R O 2 (R e R TR 7 i e
3.5.1. ¥WHPF

AGUEHE AR MICCEEN THPBUR]Y U, side UFrg) %41, %
NN P 44 BRIP4 B B

3.5.2. YwBEHF. MERAHF

RGBS MICC (BRIA micc-admin %15 apusic) #EAN [H L
BRY Tir, FHBIERAMEREE 7 omEE. BB O
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RREeFEER . 0E w_el

Ramewith . ;X &

BReRR~ micc-user BRemA~ . ;E ]

3.5.3. AP

ARG R P85 MICC (BRIA micc-ss #165 apusic$mice) 3t [H P
BPRY TaTH, s ARG M DALY $8H, FT IR ARG BT F 55 B AL
PR

Apusic m8eR

& mean TR
A BRAFE nE £5m REBRNE
EaEER admin . =BE
QMPiusUser 303176530 e o REE 333333333@qq.com
wewER micc-admin EREEs . mE 2022-07-02 12:16:48
RRReRER micc-ss ERR2RER . mE 2022-07-02 12:18:53
ERmewita micc-sa Emmewita . mE
BREES micc-user sRERS . wE 2022-07-02 11:35:50
T ]

3.5.4. BUEH P BEHF

A CEBRBH A TS, RG0S FH P AR5 S 5e BB 7ot L) £ 6
(% L1 353850 Rt w05 P &5 MICCCERIA micc-ss %1 apusic),
BEN CHPRRY 0, FHPsRaMiRee Ginal o LGRS A0, JREEGE
JRINHI R A BB 3 MICC, BRSSP A BRS¢ MICC #5111 &

Apusic mE%s magszae

EReefER

REE BEAFE e Sz =] REBRIE st
oatest TRER~ . =E 15600010001@156.com nE | S

EREER d E

QMPlusUser 2303176530 e )] . 20E

ReEEa micc-admin EwmEs . mE 2022-07-021219:58

EanafEn micc-ss EEReRER . E 2022:07-0212:20:44

RREeWA micc-s3 EREewA . mE

sREem~ micc-user sRam~ .5 2022-07-02 11:35:50
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Apusic mEies
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e SR = B trem =2

Bl EEAR 23 S 220 17224456

BERIR STSES oESEE ik [3an) 172.24.456

APRUR (22) pl E=ES g BTh 17224456

d ALBEEE T Alist 172.24.456 2022-4-12 13:00:00
AbEtFEr B =4 s 172.24.4.56 2022-4-12 14:00:00
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API J& W (api-breaker). J& F CORS(cors). &3 A (fault-injection)-.
G AR ip 94 ¥ (ip-restriction) . Referer R i (referer-restriction) . i# 3K 4 iE

(request-validation). & >k$#(uri-blocker)

PR 1) 5 A& #2 (limit-conn) - BR#E SR K E (limit-count) . BR #1185 3K 38 B (limit-
req)-

k== gkl

TS 2EM) | J5 B hnes i (serverless-post-function).  FiTFf} N 5 % (serverless-pre-function)

HTTP H &% (http-logger). Kafka H & 4fEi%(kafka-logger). Prometheus
CIpWIR 3 (prometheus). i#3K ID(request-id). &4t H &% (sls-logger). &4t H &%
(syslog) . TCP H &% (tcp-logger) . UDP H &% (udp-logger) . Zipkin(zipkin)

L E 1% 3K (batch-requests). ClientControl(client-control). ext-plugin-post-
req(ext-plugin-post-req). ext-plugin-pre-req(ext-plugin-pre-req). gRPC #%
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= [02/Jul/2022:14:21:09 +0860] 172.24.4.213 "GET /1M/1M. html HTTP/1.1" 304 6 0.007 "-" “M02111a/5 0 (wi
ndows NT 6. 1n64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.3 3:688

[02/Jul/2022:14:21:09 +0800] ‘ 4.213 "GET /1M/1M.html HTTP/1.1" 304 © 0.002 "
1n64; x64) AppleWebKit/537.36 1 Gecko) Chrome/83.6.4183.116 Safari/537.3
http://172.24.4.213"
[02/Jul/2022:14:21:09 +0860] 172.24.4.213 "GET /1M/1M.html HTTP/1.1" 304 0 0.007 "-
1n64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.3
tp://172.24.4.213"
[02/3ul/2022:14:21:10 +0800] 172.24.4.213 "GET /1M/1M.html HTTP/1.1" 304 0 0.002 "-
1n64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.3
tp://172.24.4.213"
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- - [02/Jul/2022:14:23:04 +0800] 172.24.4.213:80 "GET /alb/status HTTP/1.1" 200 : "_w uGo-http-c
- "http://172.24.4.213:80"
- - [02/3ul/2022:14:24:04 +0800] 172.24.4.213:80 "GET /alb/status HTTP/1.1" 200 3 "_m sGo-http-
- "http://172.24.4.213:80"
- [02/3ul/2022:14:25:04 +0800] 172.24.4.213:80 "GET /alb/status HTTP/1.1" 200 : "-®" "Go-http-

2.24.4.213:80 "GET /alb/status HTTP/1.1" 200

- - /2022:14: 27 04 +0800] 2.24.4.213:80 "GET /alb/status HTTP/1.1" 200 2 u_m uGo-http-
- "http://172.24.4.213:80"
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F=p: RPN host 342 Bt
& B (windows FEF), BEN C:\Windows\System32\drivers\etc\hosts, 7t 3
R BERMEENZ: 172.24.4.213 aas.alb.com

1 # Copyright (c) 1993-2009 Microsoft Corp.

20 #

3 # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

CaE

5 # This file contains the mappings of IP addresses to host names. Each
6 # entry should be kept on an individual line. The IP address should

7 # be placed in the first column followed by the corresponding host name.
g # The IP address and the host name should be separated by at least one
2 # space.

o %

b2 L # Additionally, comments (such as these) may be inserted on individual
2 # lines or following the machine name denoted by a '#' symbol.

3 %

4 # For example:

5 %

6 # 102.54.94.97 rhino.acme.com # source server

e 38.25.63.10 X.acme.com # x client host

8

8 # localhost name resolution is handled within DNS itself.

{o B 127.0.0.1 localhost

= R localhost

12
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Much of xinetd's logic is left unaudited (other than for generic bug classes listed below). In particular, this applies to all network access control checks. To summarize the results, xinetd may be reasonably safe to use
with these patches, but the code remains far from clean and certain bugs are there by design. The format of this list is one item per line, with subitems indented. If a line doesn't start with a '+, that item hasn't been

completed (audited and/or patched). None of the PATCH'es are a part of xinetd-2.3.0; they will be in the Owl package and hopefully will get incorporated into future versions of xinetd.

- Solar Designer +BUGS strx_*

functions (danger: don't always NUL-terminate) +PATCH bug: shouldn't write NUL when len <= 0 +PATCH may overflow with huge precision values (bad for format bugs) +BUGS strx_* calls: some assume NUL-

termination, but none look dangerous +PATCH

_xlog_explain_errmo forgets to update size +PATCH child.c: child_process may not NUL-terminate name +PATCH init.c: syscall_failed may not NUL-terminate err
+PATCH shutdown.c: safe, but should use print_buf_size-1 +PATCH signals.c: sig_name should use sizeof(signame_buf)-1 +OK str_* calls +OK none :-) +OK strcat, strcpy calls (testsuite calls not checked) +OK strn* calls

+PATCH some inefficient, but correct +BUGS memcpy, memmove, bcopy calls +PATCH addr.c: addrlist_dump() copies ipvé address into ipv4 struct +PATCH addr.c: host_addr() trusts hep->h_length from

gethostbyname() +PATCH parsers.c: redir_parser() wouldn't build/work when NO_INET_ATON +PATCH parsers.c: redir_parser() wrongly relies on sizeof(he->h_addr) +PATCH parsers.c: bind_parser() same as the above
the use of sizeof() is inconsistent (not always of dst arg) +PATCH should change bcopy to memcpy/memmove as appropriate +BUGS sio_memcopy calls +OK sio.c +BUGS siosup.c is too complicated in its handling of
_sio_extend_buffer is correct +PATCH comment to sio.h: aux buffer is right below buf +PATCH
_sio_get_events may cause bufentries < 0 (->overflow) +OK conn_setaddr calls: safe, but could use sizeof((cp)->co_remote_address) +OK sprintf calls +BUGS sscanf calls +PATCH addr.c: explicit_mask() has single-byte

data sizes +OK expand() is only called with old_size < new_size +2 buffer_setup() isn't obviously correct, but is safe +OK

overflow of saddr[] +BUGS formats +OK fprintf, sprintf, fscanf, sscanf +OK syslog (but relies on %.*s for non-NUL-terminated buffers) +OK strx_* +OK svc_logprint, prepare_buffer +BUGS msg, parsemsg +PATCH

intcommon.

int_init() passes fmt as wrong arg +PATCH (non-security) should never have "\n' in format +OK tabprint +OK Sprint +OK ostimer.c: terminate +PATCH xlog_write() is called on untrusted input w/o

XLOG_NO_ERRNO +OK ident - looks mostly safe +OK SIGALRM + longjmp() used safely: +OK no static accesses, no stdio between START/STOP_TIMER +OK immediate return on timeout (-> no clobbering issues)
+OK signal mask after longjmp() is unimportant +PATCH could be safer to also reset SIGALRM handler +PATCH verify_line() modifies buf, which s then logged on error will log control chars from remote +BUGS
builtins +OK time, daytime, sensor: NO_FORK && stream (safe: FNDELAY) +PATCH accept() return value never checked +PATCH bad_port_check(): should deny all <1024 (53/udp is just as bad) +PATCH
stream_daytime writes to wrong fd when wait = yes (gets EPIPE) +PATCH *_time sends sizeof(time_t): wrong on at least linux-alpha xadmin_handler(: the command parser is unreliable (use sio?) +BUGS record

(shutdown.c) connect_back may be used for portscanning of own machine write() return values not checked +PATCH will only handle traditional (obsolete) crypt(3) hashes special.c: stream_shutdown() will log control
checked for generic bugs ONLY tepint.c: si_exit() may leave open fd from accept() +BUGS signal races, longjmp clobbering +BUGS __ostimer_interrupt: +PATCH
call_level should be volatile +PATCH should use &ret_env, not (char *)ret_env (may differ) +BUGS ret_env modified non-atomically (with 2 TIMER_LONGIMP's) +PATCH should set have_env before and make it volatile

chars from remote intercept (int[.c]*, {tcp,udp)int.c) --

+PATCH may leave an altered signal mask on longjmp() should fallback to plain longjmp in configure +OK __ostimer_{add,remove} only called with signals blocked +OK timer s fields not volatile, safe due to block
_calls_ +BUGS check uses of TIMER_LONGJMP flag +BUGS confparse.c: get_conf() may jump out of malloc(), etc no other uses, perhaps just disable CONF_TIMEOUT +OK ident.c: mostly safe (see above) +BUGS

signals.c: bad_signal(): only on crashes, so not a big issue +PATCH *count should be volatile to really avoid looping does calls which may cause another SIGSEGV w/o a bug +PATCH may leave an altered signal mask

on longjmp() +BUGS signals.c: general_handler() sio and non-reentrant libc calls on unexpected signal +BUGS signals.c: handle_signal(), my_handler(: events may be lost my_handler may be re-entered, but M_SET isn't

arent_access_controlg, altm_ena0 (cps feature) alim_ena( may cause re-entry into
Biiee imi Aol

atomic: should split ps.flags nto int-per-flag ~OK main.c: main(: setjmp0) placed in a way avoiding clobbering +BUGS access
s e st e
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2 "nodes": [
3 {
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6 "weight": 1
7 }
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9 "timeout": {
1@ “connect”: 6,
11 "send": &,
12 "read": &
13 Y.
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16 "pass_host": "pass”,
7. || "oane’: “cestor, REIIEEE, B E
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3 opstream o1
4 "nodes": [
5 {
6 “"host": "172.18.188.139",
7 “port": 68838, J:l:ﬁﬁag
2 "weight™: 1
0 }
10 1.
11 thmeoott <
12 "connect": 6,
13 "send": &,
14 "read”: &
15 1
16 “type": "roundrobin”, e
17 "scheme": "http",
18 "pass_host": "pass”, EﬁEEEEIﬁ
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o JLEMXIK: HiE XA E AR
® LB fF: conf #%UM nginx BCE XM, CHHIINAERZLL server kT
nginx H IR 5525 L &
® U RAREENASAMNIZLE
B 5 B nginx BLE UV H
1. %% nginx FL & M nginx conf. conf, SCAF 0.

upstream tomcat_ server{
server 172.24.4.212:6888;
server 172.24.4.213:6888;
keepalive 320;

server {
keepalive requests 6000;
listen 8080;
server name 172.0.0.1;
location / {
proxy pass http://tomcat server:
}

}

2. B P B sk MICOBEN ki ge> il [HCE Y $24HE AR
BIEE > BN nginx BLE, 4% 1 /) nginx_conf. conf A
5 H

3. AWM E U7 ) http://172. 24. 4. 180:8080/1M/1M. html, #&#F
EES

¢ C O F&2 | 172244.2138080/1M/1Mhtml
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Headers & 6 hidden
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KEY

Cookies Headers (9) Test Results

KEY
Content-Type (L)
Content-Length (2

Cannection ()

Body Pre-request Script Tests Settings

VALUE
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text/html; charset=utf-8
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FoE BARIENAHE. PHP. TCP RHE

FFa BT, PHP AR, TCP ABERT B Nginx AC B SCIFSEIL, TR T2, %
5 Nginx BCE X F, B Nginx Be B & HAR R SZI

$6%E REST API £

ALB SZFFE T REST API XF 6 H . B3 46F. IRESHEATE H
HoAr REST ful api 2 1 N AN ) ALB 5241, 40 alb #B27E 192.168.1.100 Al
b, f# A REST ful api iR HER:  http://192.168.1.100:9080

6.1. REST API &R FERSE

1IE R HE

b2 1HR uri R body T B

GET /alb/admin/routes 7 R BHIESIR

GET /alb/admin/routes/ {id} 7 R B

PUT /alb/admin/routes/ {id} {..} AR id BRI

POST /alb/admin/routes (. BUETAR, 1 S
H 34K

DELETE /alb/admin/routes/ {id} 7 T %

trdE PATCH , & A
Route MIFESMENE, HALAW
Jeit g P R R B R
PATCH /alb/admin/routes/ {id} (...} MR FEA B, ZE IR
EEN null BIATMHER; 45
ML, T SUR TEE
RS, ZJE M A T

SubPath PATCH , & i
{path} $85%E Route EHHrfK
JEME, AR R EUE,
oAt AN Je 1) I T 2 TR AR
B Wil PATCH X 51w LAZ
% Ji5 T (#7151

PATCH /alb/admin/routes/{id}/ {path} {...}




2.URL EERZSH

2 AT it LB bl
ttl ATk B IR AN T 8 H B BR, AL B ttl=1
3.body ERSH
HF AT T et Tt B il
DV A N 1 BT4n  /foo/bar. /foo/gloo XFh4H:
uri 5 uris  — jE|ULECH (FCECAS, AEAARIE Router iESUYFHE " /hello”
14 KULHL, £ Router.
Wk, AN B
[”/hello”,
uris 5 uri — TR FEE AR, ATRAIGR LA uri
” /world”]
H
plugins ] ik Plugin [N Plugin
script nJ ik Script [VEW.  Script
upstream Tl ik Upstream |J5 A Upstream FEE, VEMN Upstream
upstream id |A]i% Upstream |8 FAH upstream id, W, Upstream
service id |Al#E Service [YFEM Service HLE, EM. Service
plugin confi [A] i%& , J& ¥ IR 48 %€ #)  Plugin config M B , ¥
Plugi
g id script —iEitE e I, Plugin config
name ] ik AHBh PR % B 42 FR route—Xxxx
desc Al ik Bl FRiRIR . B xxxx
1S N - ‘ B
BTG RAZ, i foo. com; HTEHZ
host 5 hosts — &|VCHEHLN] ”f00. com”
W4, tban  * foo. coms
1% H
"ok, A B o . i
=HIRFEER  host, KIRALWFAZ [ foo. com”,
hosts 5 host — j|UCHECEEN
AF  host, VLECHAATE—HEIWAT, ”*. bar. com”]
14
= PugiER TP Hubk: 192 168. 1. 101,
Aok, B R 192.168.1.102 Lz CIDR #% 30 32
remote_addr |5  remote_addr|VLECHENI [ 192.168.1.0/24. ¥F5If), APISIX th)7192.168.1.0/24”

s R FEHESTHF IPv6 HuBLDUAC: ::1, fe80::1,
fe80::1/64 2%,
"ok, R R ERFIRIEAR remote_addr, FoRAYF[”127.0.0.17,
remote_addrs |55 remote addr|LECHUN |5 ZNAE 1P Mk, fF&HAFE—1"192.0.0.0/8”,

—iE
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https://apisix.apache.org/zh/docs/apisix/terminology/router
https://apisix.apache.org/zh/docs/apisix/terminology/router
https://apisix.apache.org/zh/docs/apisix/terminology/plugin
https://apisix.apache.org/zh/docs/apisix/terminology/script
https://apisix.apache.org/zh/docs/apisix/terminology/upstream
https://apisix.apache.org/zh/docs/apisix/terminology/upstream
https://apisix.apache.org/zh/docs/apisix/terminology/service
https://apisix.apache.org/zh/docs/apisix/terminology/plugin-config.md

4T A] 3T Bt i B 1l
wmRNTEHREEIZIED, REEEIL
fi]  method PRI, WA PLE—AEZA

methods nJik UN RSN [“GET”, "POST”]
fj4H4: GET, POST, PUT, DELETE, PATCH,

HEAD, OPTIONS, CONNECT, TRACE, PURGE.

WRAFEEHBEMER ui, RiEE
priority nJ ik VCECEEI] (T priority #HEWEA  route #Aik|priority = 10
SCULHED, {EERAT gk, BMEN 0.

H—A £ [var, operator, val]JtZ
HEF2, KX [[var, operator,
val], [var, operator, vall, ...]]. #
[[“arg name”,
4. ["arg name”, "==", ”json”], %ﬂ?%ﬁ”
vars Al ik VEECHLI (BT 4% 5k 2 %  name & json. X B
B var 5 Nginx WHEH G EM A2
¥ — 2, Br Lot omoBL A

H  request uri. host %5, EZHTIH

b
”json”], [“arg a

ge”, 7>, 1811

2% lua-resty—expr

A B e gk %, 7T LA A e sk SZ|function (vars)
IS IR 3 SO U B R SEH . BB B A |return

filter func [AJi% VLECHEI |
HZ—"N%N vars WHIANSE, AL H|vars[”arg name”]
BRIKEL Nginx AFH, == "json” end
{"version”:"v2”,”
labels nJ ik VCHECHLI [Fm 3R B & 4 g Xt build”:”16”, “env”
:”"production”}
N route WHE upstream [KIERE. KikTH
{”connect”: 3,

_ B BRSO B R R CRRA ARD) o IX
timeout Egvs ) “send”: 3,
MBS B EA upstream HORLE| -

read”:

[l timeout HEIN

enable webso ‘ = & )8 B websocket (boolean), it
nJ ik B
cket 8 falses

1 FrBH,0 %X

INAE

status nJ ik B EREH®E, BE 1.

AL FPE epoch IS TAIER, HERANE NI

create time [AJ#E = ey 1602883670
Hantg
BEACNFPEI epoch IFEIEE, Wi AHE &N

update time |AJik B 1602883670
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https://github.com/api7/lua-resty-expr
https://apisix.apache.org/zh/docs/apisix/admin-api#upstream

6.2. REST API 7~

B 12: BIE—BEH

root BUFR A &% ALB #BE R F AN curl a7

curl http://127.0.0.1:80/alb/admin/routes/1 -H 'X-API-KEY:
edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d ' { "uri": "/*", "hosts":
["aas.alb.com", "*.alb.com"], "methods": ["POST", "GET"],
"enable_websocket": true, "upstream": { "type": "roundrobin”, "nodes":
{"172.24.4.212:6888": 1} }}

[root@linux-4-190 ~1# curl http://127.0.0.1:80/alb/admin/routes/1 -H 'X-API-KEY: edd1c9fe34335f136f87ad84b625c8f1* -X PUT -1 -d '
= 1

", H‘,alb.CUH\“],
Dy 1
cket”:
“roundrobin®,

24.4.212:6888": 1

i
>}

HTTP/1.1 201 Created

Date: Thu, 30 Jun 2022 11:39:00 GMT
Content-Type: application/json

T -E

ontrol-Allow-Origin: *
s-Control-Allow-Credentials: true
s-Control-Expose-Headers: *
s-Control-Max-Age: 3600

es\/46\/1", "value":{"priority":0,"uri®:"\/*", "status":1,"id":"1",* _time": s ST","GET"],"hosts": [*aas.alb.com
{"17 “enabl

11656589140, "upstream”: {"scheme": "http", "pass_host": "pass" s":{"172.24.4.2 ,"hash_ s","type":"roundrobin"}, "enal
£}

® @
¥ NonER
o =

e +n vasse C I @
1} "

~B13: Bl —A L
curl http://127.0.0.1:80/alb/admin/upstreams/100 -H 'X-API-KEY:
edd1c9f034335f136f87ad84b625¢8f1 ' —i —X PUT -d '
{
"type":"roundrobin”,

"nodes": {

"172.24.4.212:6888": 1


http://127.0.0.1/alb/admin/routes/1#/_webview

[root@linux-4-190 ~]# curl http://127.0.6.1:80/alb/admin/upstreams/160 -H 'X-API-KEY: eddlcofes.

~l14: GIE—RS
curl http://127.0.0.1:80/alb/admin/services/201 -H 'X-API-KEY:
edd1c9f034335f136187ad84b625¢c8f1" —-X PUT —i —d '
{
"plugins": {
"limit-count": {

"count": 2,
"time window": 60,
"rejected_code": 503,

"key": "remote_addr"

]’

"enable_websocket": true,
"upstream": {
"type": "roundrobin",

"nodes": {

"172.24.4.212:6888": 1



136f87ad84b625c8f1' -X PUT

[root@linux-4-190 ~]# curl http://127.0.0.1:80/alb/admin/services/201 *X-API-KEY: eddlc9fe343
{

“plugins®: {

"limit-count®: {
"count”: 2,
“time_window": 60,
“rejected_code®: 503,
"key": "remote_addr"

}

15
“enable_websocket*
“upstream": {
*type*: *roundrobin®,
{

6888": 1

HTTP/1.1 201 Created

ate: Thu, 30 Jun 2022 11:45:51 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

Server: ALB/2.1
[Access-Control-Allow-0Origin: *
Access-Control-Allow-Credentials:
Access-Control-Expose-Headers: *
Access-Control-Ma

{"node: {"key": "\/alb\/services\/46\/201", "value": {"plugins”:{"limit-count": {"key": "remote_addr","count”:2,"time_window":60,"key_type":"var","rejected_code"
how_limit_quota_header":true,"allow_degradation®:false,"policy":"local"}},"update_time":1656589551, "upstream": {"scheme": "http","pass_host":"pass*, "nodes": {"
4.272:6888":1},*hash_on":"vars®,"type”:"roundrobin”},"1d":"201","create_time":1656589551, "enable_websocket":true}},"action":"set"}

SRS,

e sk

oundrobin




